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1
Decision/action requested

This paper proposes to add text in the evaluation clause of solution #7 in TR 33.825 [1].
2
References

[1]
3GPP TR 33.825 "Study on the Security for 5G URLLC".
3
Rationale

This paper proposes to update the evaluation clause of solution #7 TR 33.825 [1] and remove the Editor’s Note.

4
Detailed proposal

It is proposed to add the following text in the TR 33.825 [1]. 

**** START OF CHANGES ****
6.7.3
Evaluation


Solution #7 addresses Key Issue #1 and Key Issue #2. 
The solution proposes the use of the security solution for Dual Connectivity as a baseline and additionally the use of similar guidelines for the UP security policy of solution #1. 
The solution fulfils all the potential security requirements of KI#1 as (a) it provides a security method to protect the redundant transmissions by re-using the security solutions for dual connectivity, (b) it provides cryptographic separation if radio bearers since it proposes to use different keys for the protection of the two separate redundant PDU sessions and (c) the each path of two redundant paths consists of a PDU session with the same security level compared to a single path. The solution fulfils the potential security requirements for KI#2 as both confidentiality and integrity protection are provided for the two redundant PDU sessions. 
The advantage of the solution is that it re-uses the procedures for Dual Connectivity with minimal modifications and as a result it has minimal impact on the UE, MN and SN. 
**** End of Changes ****

